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About me

e Automation
e Testbeds
e G /B5G/6G

e SDN /NFV
Virtualisation [ Orchestration
e Private cloud

e SECaa$sS
e DevSecOps
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Problem and motivation

Cost of data breaches

105k IT security budget
g" S $267k ML+rule -

based threat
for SMBs SMBs identification
$101k A $105k
2020 2021 $275k W $267k
2020 2021 2018 2019 2020 2021
Average IT budget $1.2m $11m  $1.0m
Average IT security budget $267k | $275k = $267k

Expected growth of IT security budget

(over three years) +N% +12% +12%

Automated,
SMB Security self-protected

service
Incidents affecting suppliers

that we share data with

deployment security mana
gement

Attacks on
point-of-sale (POS) systems

Supply chain attacks

Electronic leakage of
data from internal systems

Attacks on local /
branch offices of our company

Integrity
assessment

Cryptomining attacks

Incidents invelving non-
computing. connected devices

Source: https://go kaspersky.com/rs/802 -JN-
) IT%2 0SecuritvY20F X ¢
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https://go.kaspersky.com/rs/802-IJN-240/images/Kaspersky_IT%20Security%20Economics_report_2021.pdf

Background: *Ops

Idea: bring together best practices from
multiple domains to accommodate them
smoothly, at different levels and as early as
possible ("shift-left") in the workflow.

DevSecOps

introduces security earlier in the life cycle

of the application development to (i)

reduce vulnerabilities and to (ii) align security |
to IT and business objectives from their
conception.

Source: httpS:HWWW. atatus.com[glossary[secops[

SecOps

integrates security and operation teams and,
differently to DevSecOps, focuses on
securing the application (and systems) along
with their maintenance.
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https://www.atatus.com/glossary/secops/

Background: SecOps

Some functions from the security teams will
be shared across security and operations:

* Network monitoring: find anomalous e p—
events related to security. Resporse |« | Mortoring

 Threat intelligence: gather data on the /s:\\
security events to identify w
their behaviour and how to react to them. | |

. . . Root Co\.u:- -’rhr‘e_oct I
* Root cause analysis: pinpoint the Aralysis Intelligence |

U n de rlyl ng Cause Of a SeC u rlty eve nt- Source: https://www.atatus.com/glossary/secops/

 Incident response: react to such security
events.

However, some businesses may lack one or even all departments.
E.g. a small business that employs, if at all, a moderate network-savvy operator.
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https://www.atatus.com/glossary/secops/

Background: SECaaS

* Business model in which a
Managed Security Service
Provider (MSSP) integrates their security
services into the infrastructure of a
business.

» Based in the SaaS model, working
with subscriptions.

* More cost-efficient than if self-managed.

Examples of Security Services:
» Data loss prevention.

» Network security.

* Vulnerability scanning.

tps:/loutpost24.com/services /manag ed-s ervices

PERIMETER
PROFESSIONAL ‘ EMAIL
Q SECURITY .
SERVICES MANAGED SECURITY
SECURITY
DETECTION SERVICES AU
. ENDPOINT 0
&RESPONSE 6 MANAGEMENT

SECURITY

Source: h : m nd.com/man - ri

Automating security and explaining security options contributes to alleviate the shortage of knowledge.
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https://outpost24.com/services/managed-services
https://teamascend.com/managed-security/

The PALANTIR SecaaS platform

EX=—Z pALANTIR
I portal
Threat Intelligence Trust & Attestation
Collects network traffic AN
' = Runtime HW/SW attestatio
er:Zz:'ss asnd reports to vemrll: the Intog:ity of then
remediation - PALANTIR structure
Security as a Service
SecaaS
' Personalized risk
Remediation actions
mmdallzgz to seour?t;e I calculation for S'ME;I’MstEs,
actions (e.g rules, SERmelON for (o
topologies) effective risk reduction,
Actions and lifecycle product recommendation
management messages
s ed to the i . .
Security Orchestrator ity Risk Based Analysis
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PALANTIR architecture

PALANTIR Portal

Capability Matching Threat
and 5LA sharing
A

PALANTIR operators

Accounting

Cybersecurity
Dashboard

Dashboard

[} ' |
i | i
[ Sttt ittt -4 + ]
Threat | | Risk hnal'fsism
Intelligence Framework

Security
Orchestrator

Multi-modal

Machine Learning

Risk Assessrment

Security

_ . Risk Management
Capabilities

Catalogue

I O O O O T O
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PALANTIR env: service orchestration in the cloud

OSM is a service orchestrator that

supports VMs and containers in private (OpenStack, VMware, K8s) and
public (AWS, Azure) clouds and

configures services dynamically at multiple points (through Juju)

_ =
MANO

Northbound API

Services are packaged and
described for OSM to handle
their lifecycle:

Security services VNF B Open Source
. . Management -
* Instantiation. . MANO
IP connectivity System
. . — . required
e Custom configurationand
1 API - IP connectivi
scaling. AR kY

* Deletion. Infrastructure Virtualisation platform

(Modified)
Source: https:/losm.etsiorg/docs/us er-guid eflatest/o3-installing-osm.html
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https://osm.etsi.org/docs/user-guide/latest/03-installing-osm.html

PALANTIR env: automated ops for security services

The security services are abstracted through an OSM package, containing:
e OSM descriptor.

* Helm chart (optional, for complex deployments).

e Juju charm (optional, for extra runtime configuration).

And then deployed via K8s.

Lngmto & I
VNF: REF_VNF_12 A 4 \ 4
VNF: hackfest_multivdu_vnfd
iface30
VL: internal
VM: REF_VM3
dataVM-ethO dataVM-xe0

VDU: dataVM
Image name: US1604

iface3:|t-\ mgmtVM-ethO mgmtVM-eth1
VL34 .
VDU: mgmtVM
ifaced %

Image name: US1604

VM Flavor: 1 CPU, 1GB RAM, 10 VM Flavor: 1 CPU, 1GB RAM, 10
; : GB disk GB disk
west )Mf VM: REF_VM4 ffaced3 ()"?aSt - Interfaces: Interfaces:
- mgmtVM-ethO: VIRTIO dataVM-ethO: VIRTIO
\ - mgmtVM-eth1: VIRTIO dataVM-xe0: VIRTIO /
Source: i i - i - ing-
guidelines/-/blob/masterjo1-requirements.md Source: https:/lo
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https://osm.etsi.org/gitlab/vnf-onboarding/vnf-onboarding-guidelines/-/blob/master/02-day0.md
https://osm.etsi.org/gitlab/vnf-onboarding/vnf-onboarding-guidelines/-/blob/master/01-requirements.md

PALANTIR env: automated ops for security services

The security services are abstracted through an OSM package, containing:

e OSM descriptor.
* Helm chart (optional, for complex deployments).

e Juju charm (optional, for extra___r_u__r_j_’_t__i_m__e"_guq_r_w__fﬁ_g_g__r_amtjg_r_)_).

And then deployed V|a KSS Kubernetes cluster Machines or VMs Kubernetes cluster

Charmed Operator

:~$ kubectl get pod -n iptnetflow-kdu e Lifecycle Manager Coneroller model
NAME READY  STATUS : ] @
iptnetflow-79b77 9._-wtdvh 1/1 unnin :
. p "r'yj "1:]'('”' o011 ll Funrﬂ_ ng : Controller 1 Controller 2 Controller 3
Lptnetflow- 1/1 Running [e

nodeloperator-8448c9cB8d5- 1/1 Runnin 1]

. Actions vi iptnetflow
iptnetflow ctons v IP : 5) o (5] ® A r (5)
-operator : i ]
channel :

Public cloud: AWS, GCE, Azure

Public cloud: AKs, EKS, GKE Eir_e_;‘r.e}'al: rI‘A,-:.SH_ = LXD Public cloud: AKS, EKS, GEE
Privatelcloud: Kubemetes, Microkss rivate cloud: 5|;E.|J:'Ite'lckd - Private cloud: Kubemetes, Microkss
JLa
Workload Operator Workload Operator
container container (Modified)

Source: https:/fjuju.is/
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https://juju.is/

PALANTIR env: automated ops for security services

The security services are abstracted through an OSM package, containing:
e OSM descriptor.

* Helm chart (optional, for complex deployments).

e Juju charm (optional, for extra runtime configuration).

And then deployed via K8s.

Why bundling everything in

Network Service

VNF Package 1
a new package? T 5 ) Instance
It abstracts the deployment & [ VNFL] G VNFs ]
& prOV|deS extra 1. Instantiate Network Services/Slices,

. ] making VNFs manageable (“Day 0”) _ o
functionality supported by i papmater
OS M (d ayO/l/z a Ct|o Nnsto 2. Initialize VNFs so they provide the

expected service (“Day 1”)

configure at instantiation, = [
openstack.

vCloud

boot an d ru nt| me) . 3. Operate the service: monitoring, awg -

reconfigurations and (closed-loop)
actions (“Day 2”)

Source: https:/losm
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https://osm.etsi.org/gitlab/vnf-onboarding/vnf-onboarding-guidelines/-/blob/master/00-introduction.md

PALANTIR env: security services

Intrusion Detection System A/
(IDS)

Deep Packet Inspection (DPI)

Network Netflow Sniffer
(NNS)

Lightweight Shipper for Logs
(L-SL)

Firewall and Router (FW)

Wazuh (SIEM)

Web-based Traffic Analysis
(WTA)

Virtual Private Network (VPN)

snort, suricata

ipt-netflow

G descriptors (packages)

sSno

tnetf

am

rt_ubuntu-20.04-amdé4.charm
enfd.vaml

iow_ubuntu—Z0.0A—amdbk.charm

®

JUJU charms (cloud actions)

requirements-dev.txt
requirements.in
requirements.txt

tests

snoft_ubuntu—ze.ea—amdéa.charm

L— charr . Py
test_charm.py

charmcraft.yaml

requirements-dev.txt
requirements.in
requirements.txt

run_tests

L— charm.py
suricata_ubuntu-20.04~-amdé4.charm
test_charm.py

act 1s.yaml

charmcraft.yaml

config.yaml
iptnetflow_ubuntu-20.04-amd64.charm
ne ta.yaml

requirements-dev.txt
requirements.in

requirements.txt

run_tests

LS . py
test_charm.py
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PALANTIR env: K8s clusters for control and data

/" Client’s Infrastructure 4 PALANTIR SCKS8s LY PALANTIR Framework K8s
4 % Cluster—Data Plane R // _@ Cluster— Control Plane \\
] ‘ [ ] ' [E—] b / “.
I . 1 : :
: Intrusion , ! ]
: [ Controller ] Detection i i i

1
i : ; Distributed )
1
: Packet i i Data Dashboard -
: Inspection ! i Preprocessing )
: Sec. Info. ! ; i
' & Event ! :
1 1 1 H
1 1
. Mgmt ' ! i
: g E i Anoma.ly Risk Analysis ]
: Log . i Detection :
1 1
i Shipper : i r’ i
] 1 : \ 4 ;
i ( ® ’ — VPN i i Threat ( h ]
ofe . . . 1
i | i Classification & Service Matching :
1 i 4
i [ Attack vector ] I i Events d i
1
: Web : : | ;
: Traffic ! i ( ) i
! . | : Recovery & . i
. Analysis ! i e Service Catalogue ;
, ! i Remediation i
1 : ! & J i
: . : L i
i MetalLB : ! \ N i
1 1
,“ 1 ; 4 ,'. i Service E
3 “{ ) \ Orchestrator !
b ’ b /
N y AN %

~ - -
___________________________________________________
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PALANTIR env: considerations & lessons learnt

OSM and services
e Snapshots (K8s status) and services' backups are lifesavers.

* |terate on services to expose extra logic via day-2 operations (e.g.
service internal status for monitoring).

Kubernetes for OSM

e Tailored K8s deployment: OpenEBS for PV and PVC management,
MetallLB for L2 service exposure in specific network segment.

e Specific version (1.23.x, pre-containerd).
Kubernetes
e Restriction on #instances exposing ports to the port (e.g. FW).

* Frequently review for issues if resources are constrained, e.g.
NodePressure if limiting deployment to specific workers with TPM.
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Further information

nttps://www.palantir-project.eu

nttps://twitter.com/ProjectPalantir

nttps://cutt.ly/dJgx7Pn

JUS LA

info@palantir-project.eu

PALANTIR has received funding from the European Union’s Horizon 2020 research and

innovation programme under Grant Agreement No. 883335
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